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ABSTRACT
As mobile applications become increasingly integral to our daily
lives, concerns about ethics have grown drastically. Users share
their experiences, report bugs, and request new features in applica-
tion reviews, often highlighting safety, privacy, and accountability
concerns. Approaches using machine learning techniques have
been used in the past to identify these ethical concerns. However,
understanding the underlying reasons behind them and extracting
requirements that could address these concerns is crucial for safer
software solution development. Thus, we propose a novel approach
that leverages a knowledge graph (KG) model to extract software
requirements from app reviews, capturing contextual data related
to ethical concerns. Our framework consists of three main compo-
nents: developing an ontology with relevant entities and relations,
extracting key entities from app reviews, and creating connections
between them. This study analyzes app reviews of the Uber mobile
application (a popular taxi/ride app) and presents the preliminary
results from the proposed solution. Initial results show that KG
can effectively capture contextual data related to software ethical
concerns, the underlying reasons behind these concerns, and the
corresponding potential requirements.

CCS CONCEPTS
• Software and its engineering → Requirements analysis.
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1 INTRODUCTION
The development of trustworthy and ethical software requires the
prioritization of user experience. User reviews on app stores and

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than the
author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.
ASE ’24, October 27-November 1, 2024, Sacramento, CA, USA
© 2024 Copyright held by the owner/author(s). Publication rights licensed to ACM.
ACM ISBN 979-8-4007-1248-7/24/10
https://doi.org/10.1145/3691620.3695294

online platforms offer a rich tapestry of real-world experiences.
However, extracting and analyzing the ethical concerns embedded
within them remains a significant challenge.

Current research on user feedback in software engineering fo-
cuses on user sentiment and feature requests [10] [27] [32] [13].
While this research provides valuable insights into user preferences
and areas for improvement, it does not capture the nuanced ethical
dimensions that trouble users. Understanding these concerns is
crucial for building software that aligns with user values, fosters
trust, and avoids unintended biases.

Motivating example: Several studies have begun to explore
user perspectives on ethical issues within the software. Research
by Besmer et al. [2] and Nema et al. [23] highlights users’ concerns
regarding privacy violations and data security practices within
mobile apps. Discriminatory algorithms and the potential for bias
within software functionalities are also emerging areas of concern,
as evidenced by the work of Tushev et al. [33] and Olson et al. [24].
Manipulative design patterns that pressure users or exploit psy-
chological vulnerabilities are also a growing concern, as identified
by Olson et al. [25]. However, these approaches often struggle to
comprehensively capture and categorize the diverse ethical con-
cerns expressed within app reviews. Research [24] and [25] have
used classification techniques to filter and categorize user feedback
by their predominant ethical concerns, but these techniques lack
contextual information.

For instance, consider the case of a ride-sharing application
where User U books a ride on Uber, and it is accepted by Driver
A, who is registered with Uber. However, instead of Driver A, the
request is serviced by Driver B, a proxy driver for Driver A. This
practice creates a serious safety issue for app users, which is high-
lighted by one of the users in the application reviews, as shown
below. However, previous studies classify this review as a "safety"
ethical concern, which is insufficient to understand its underlying
reason and the requirement to address it.

l App Review (Uber): Uber app must have a provision to
load the driver’s pic before starting of trip so that Uber runs a
face recognition match before start of trip. This is to ensure that
proxy drivers don’t drive cars making it unsafe for passengers.
At least this feature can be enabled for late night rides enhancing
security of female passengers.
To address this research gap, we propose an approach that

leverages a KG and seeks to answer the research question: How ef-
fective is knowledge graph to visualize and capture the under-
lying reasons and requirements related to the ethical concerns
expressed by users in the application reviews?
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Figure 1: Our study design. Entity extraction is performed
based on the ontology, followed by entity linking for KG con-
struction. KG is stored in the graph database for incremental
expansion of the dataset

Rationale: KGs are powerful tools for capturing and representing
relationships between entities and concepts [29], widely used in
various domains such as healthcare, e-commerce, and finance [11],
[1]. In software engineering, KG has been used for software vul-
nerability mining, security testing, and API recommendation [36].
These applications of KG highlight its capabilities in knowledge rea-
soning, information retrieval, information mining, and their related
dependencies.

Thus, taking inspiration from various examples, this research
explores the utility of KG in capturing ethical concerns and their
underlying reasons, thereby extracting the requirements from app
reviews.
Our contributions in this study are twofold:We propose (1) An
approach to comprehensively understand the reasons behind users’
ethical concerns and extract corresponding software requirements,
and (2) Visualize and understand the interconnection between vari-
ous ethical concerns.

2 OUR APPROACH
We propose a novel framework to capture the ethical concerns
expressed by users in app reviews. Figure 1 shows an overview of
our study design which consists of three main modules: A) collec-
tion of app reviews B) construction of the KG, and C) storage and
visualization of the KG.
(A) App reviews: In our study, we use the dataset and ethical con-

cerns identified in the previous work by Olson et al. [25]. This
dataset consists of 3,101 manually labeled Google Play Store re-
views from ten popular apps: TikTok, Uber, Facebook, YouTube,
Instagram, Linkedin, Vinted, Zoom, Alexa, and Google Home.
The manually annotated labels indicate if a review contains
an ethical concern and its type. Our study uses the Uber app’s
reviews, which account for 399 reviews. Table 1 shows the
types of ethical concerns identified for the Uber app and their
percentage distribution.

(B) Knowledge graph construction:We follow the development
process by Tamašauskaitė et al. [31] to construct a KG. We

Table 1: Percentage-wise distribution of ethical concern types
identified from reviews for Uber application by Olson et al.
[25].

Safety 27.1% Accessibility 2.8%
Accountability 17.3% Sustainability 1.5%
Scam 15.8% Identity Theft 1.5%
Discrimination 7% Cyberbullying/Toxicity 0.7%
Transparency 4.5% Spreading False Information 0.5%
Privacy 3.3% Inappropriate Content 0.2%

develop the domain ontology to extract the entities from app
reviews and create relationships based on the ontology.
Ontology Development: Before building a KG, we need to de-
fine an ontology to store the knowledge required. The process
outlined by Bravo et al. [5] is used for ontology development,
and below are the steps followed for this development.
• Ontology Requirements Specification: This ontology aims to
support software developers and researchers in discovering
the contextual information of ethical concerns from app
reviews and help enhance software design by considering
the requirements to address these concerns effectively. Thus,
we designed the following competency questions based on
our use case.
– What are the ethical concerns raised by users?
– What are the underlying reasons behind these concerns?
– What requirements can be identified from app reviews to
address these concerns?

– Are there any common patterns between various ethical
concerns across applications of the same genre?

• Ontology Design: In this step, we identify the set of terms
or concepts (listed in Table 2) based on the competency
questions above.

• Ontology Construction: In this step, the relations between the
concepts introduced in the previous step are defined, and
the graph is then constructed using the Protégé editor [22],
as shown in Figure 2.

Entity Extraction: Entity extraction aims to discover and
detect entities in a wide range of data. One of the most fre-
quently applied methods is named entity recognition (NER),
which focuses on discovering and classifying entities to the
predefined categories or types [31].

Table 2: Definition of entities identified during ontology de-
velopment.

Entity Definition
App Name of the application (Ex: Uber)
Issue An issue faced by users which is the underlying

reason for the rise of ethical concern.
Ethical
Concern

An ethical concern reported in app reviews.

Requirement A new feature/functionality suggested by users
that might address the ethical concerns.
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Figure 2: This Ontology graph shows the entities and re-
lations identified during ontology development. Entities
(Table 2) are represented by circles and relations by arrows.

Figure 3: An example of BIO-tagged review. O: non-entities,
B-R: first word of the Requirement entity, and I-R: All sub-
sequent words. EC: EthicalConcern entity & I : Issue entity.

The NER process in our study design involves the manual
labeling of input data. First, we segment the raw feedback into
sentences and divide it into words and phrases. Part-of-speech
tagging is then used to assign POS tags to each word, followed
by a chunking operation to group these tokens into chunks.
After this, we utilize the schemementioned by [28] to manually
label the entities. This scheme identifies the Beginning, the
Inside, and the Outside (BIO) of the text segments. In the first
step, the first author labeled the entities with BIO tags in an
iterative process. After each iteration, the second author cross-
checked the labeled entities, and any inconsistent tagged data
was further relabeled.
Finally, the labeled entities are extracted from the processed
data. Steps 1 to 4 were carried out using the NLTK library
[18]. The "app" entity is directly extracted from the data, as the
study focuses only on the "Uber" application. Figure 3 shows
an example of the BIO-tagged review. R is the abbreviation for
Requirement entity, I is Issue entity, and EC means Ethical-
Concern entity.
Entity Linking: Extracted entities must be linked using the
defined relations. For structured data and defined ontology,
relations are explicit and easily identifiable [31]. Hence, as
shown in Figure 2, we define four types of relations and create
links between the extracted entities based on the ontology.
An example of such a link is: Uber (App) – HAVING – Safety
(EthicalConcern).

(C) Knowledge graph storage and visualization:We utilize the
graph database Neo4j to store and manage the extracted data
due to its efficient handling of interconnected relationships [9],
which can provide deeper insights through node-link patterns.

3 PRELIMINARY FINDINGS
The generated KG had 467 nodes and 544 relations from which we
could extract 14 ethical concerns-related requirements. Figure 4
shows a small subset of KG fromNeo4j from our proposed approach.
In this example, we have identified three EthicalConcern entities:
Accessibility, Safety, and Accountability. To address these concerns,
our approach has extracted four specific Requirement entities: Ser-
vice Dog, Vehicale Choice, Face Recofnition, and Proper Emergency
Number. Our approach also identified three Issue entities that are
the underlying reasons why these ethical concerns arise: Proxy

Drivers, Drivers Aggressive, and Worst Customer Support. To further
illustrate our approach, in a), we explain this network using the
two example app reviews, and in b) we explain the interconnection
of various ethical concerns.
a) Reasons and Ethical Concerns-related Requirements:
App Review 1: Uber app must have a provision to load the driver’s
pic before starting of trip so that Uber runs a face recognition match
before start of trip. This is to ensure that proxy drivers don’t drive cars
making it unsafe for passengers. At least this feature can be enabled
for late night rides enhancing security of female passengers.
Our KG analysis uncovers that this review highlights a "Safety"
concern, specifically related to the "Proxy Drivers" issue. The re-
viewer expresses concern about the potential risks associated with
proxy drivers operating on the Uber platform. Moreover, the review
suggests including "Face Recognition" technology in the app to
help verify the identity of drivers and ensure a safer experience for
users.
App Review 2: There is no customer support for uber. Safety number
does not provide any support. Its v unsafe. Big company without basic
safety precaution is unacceptable. Changing route they are charging
such high charges(1.2x). Already fares are higher on top of it these
surge is v bad. That too in corona situation there is no traffic at all.
First thing there should be proper customer support, proper emergency
number. Actual person should be there in call centre instead of ma-
chine to answer calls.
Our KG analysis reveals that this review is centered around “Safety”
concerns and highlights the issue with Uber’s customer service.
Specifically, the reviewer expresses dissatisfaction with the com-
pany’s support system and suggests it should have reliable emer-
gency numbers in place to ensure a safer experience for users.

b) Interconnection of Ethical Concerns: Our KG enables us
to visualize the intricate relationships between various ethical con-
cerns, allowing us to identify common reasons for the rise of ethical
concerns and potential requirements to address them. As illus-
trated in Figure 4,Worst Customer Support issue is directly linked to
both Safety and Accountability concerns, and requirement Proper
Emergency Number could help resolve these interconnected ethical
concerns. This connection highlights the importance of providing
accountable customer support during emergencies. By acknowl-
edging these interdependencies, we can pinpoint areas that require
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Figure 4: An example of a KG generated in Neo4j from the extracted data. The graph shows the visualization of the scenarios
as described in Section 3. Red arrows represent the underlying reasons for the ethical concerns, and green arrows show the
potential requirements suggested by users that can address the ethical concerns.

improvement and extract requirements that could help mitigate
ethical concerns.

4 RELATEDWORK
This section summarizes relevant prior research on app reviews,
their classification, sentiment analysis, implications, and KGs re-
lated to app reviews.

App Reviews: App reviews are a valuable source of information
for understanding user experiences. Research has leveraged these
reviews to classify bug reports, feature requests, and user praise,
prioritizing improvements and addressing user concerns [19] [27].
Additionally, the research explores trends and implications within
the mobile app review landscape, providing insights into user be-
havior and app store dynamics [14] [20]. App reviews can also
be used to recommend improvements [26], identify informative
reviews for developers [8], and guide release planning based on
user sentiment [34]. Fine-grained sentiment analysis of app reviews
helps developers understand specific feature perceptions, inform-
ing decisions about future development [13] [12]. Moreover, app
reviews can be used to understand user needs, identify desired
functionalities [16], and inform software requirements engineering
processes [6]. While prior research has extensively explored user
feedback in software engineering, the ethical dimensions within
app reviews remain relatively nascent, with some recent studies
examining specific ethical concerns raised by users [24] [25].

Knowledge Graph: Large-scale, high-quality, general-purpose
knowledge bases (KBs) like Freebase [4], YAGO [30], and DBpe-
dia [3] have evolved since the concept of a KG was introduced by
Google [29]. Industry-specific KGs are being researched to serve
professional domains better. In the domain of app reviews, various
ontologies, and knowledge bases have been developed to allow
knowledge management and knowledge sharing. Morales-Ramirez
et al. [21] proposes a novel user feedback ontology founded on a
Unified Foundational Ontology (UFO) that supports the descrip-
tion of analysis processes of user feedback in software engineering.

Kifetew et al. [7] examine mobile app ratings to extract require-
ments and assess app quality using interleaved and independent
rating schemas, proposing an ontological strategy for accurate
analysis and rigorous requirement extraction to satisfy users bet-
ter. These review KGs are mainly used for decision support in the
software evolution process and lack the consideration of ethical
concerns in app reviews.

5 CONCLUSION AND FUTURE PLAN
In this study, we presented a novel approach utilizing NER and KG
to perform contextual analysis of app reviews through ethical lenses.
We used ride-sharing app reviews as an example to demonstrate
our methodology’s application for ethics-related requirements ex-
traction. Our preliminary results, through contextual analysis of
app reviews in the ethical landscape, indicate some promising direc-
tion for extracting ethical concerns-related requirements. However,
additional steps are needed to improve our approach, which are
listed below.
• To capture more relevant entities and relations from the app
reviews, we plan to refine the ontology using association rule
mining [35]. We will also interview developers to understand
and integrate their requirements into the ontology. This will help
further understand the rise and mitigation of ethical concerns
and their intricate relationships.

• We will define the strategy for entity labeling to eliminate the
researcher bias. We will also define extensive evaluation metrics
to validate and evaluate the proposed framework.

• Wewill utilize reviews of other similar applications from different
app stores and social media platforms to enrich the knowledge
base and gain insights into the interconnectedness of various eth-
ical concerns across application genres for ethical consideration-
related guidelines recommendations.

• We plan to build a fully automated framework to streamline
the data collection from different sources, entity extraction, and
entity linking. This will help to process the large corpus of app
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reviews dataset automatically. To automate the NER process, we
plan to explore different machine learning models such as CRF
[17] and BI-LSTM-CRF [15].

• We will utilize the enriched KG to identify new ethical concerns
that may not be explicitly mentioned or explored in the current
literature. This idea is motivated by the concept of novel class
discovery in the open-world machine learning [37].

• We envision designing a user-friendly tool to enable developers
to visualize and derive the requirements that can help mitigate
ethical concerns. This tool will also aid application users in un-
derstanding and comparing different applications from an ethical
standpoint and deciding whether to use them. We will also con-
sider gathering feedback from the developers and users regarding
the usability and effectiveness of this framework.
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